
Relevant glossary of terms (according to GDPR) 
 
Consent - freely given, specific, informed and explicit consent by statement or action 
signifying agreement to the processing of their personal data. 
 
Data controller - the entity that determines the purposes, conditions and means of the 
processing of personal data. 
 
Data portability - the requirement for controllers to provide the data subject with a copy of 
his or her data in a format that allows for easy use with another controller. 
 
Data processor - the entity that processes data on behalf of the Data Controller. 
 
Data subject - a natural person whose personal data is processed by a controller or 
processor. 
 
Personal data - Any information related to a natural person or ‘Data Subject’, that can be 
used to directly or indirectly identify the person. The GDPR makes clear that the concept 
of personal data includes online identifiers and location data – meaning that the legal 
definition of personal data now puts beyond any doubt that IP addresses, mobile 
device IDs and the like are all personal and must be protected accordingly.  This 
means that these types of data will now be subject to fairness, lawfulness, security, 
data export and other data protection requirements just like every other type of 
‘ordinary’ personal data. 
 
Personal data breach - a breach of security leading to the accidental or unlawful 
access to, destruction, misuse, etc. of personal data. 
 
Processing - any operation performed on personal data, whether or not by 
automated means, including collection, use, recording, etc. 
 
Privacy by design - a principle that calls for inclusion of data protection from the 
onset of the designing of systems, rather than an addition. 
 
Right to be forgotten - also know as Data Erasure, it entitles the data subject to 
have the data controller erase his/her personal data, cease further dissemination of 
the data, and potentially have third parties cease processing of the data. 
 
Right to Access - also known as the Subject Access Rights, it entitles the data 
subject to have access to and information about the personal data that a controller 
has concerning them. 
	


